
Air Force Communications Agency
Giving decision makers the right information at the right time 
Protecting the network, consolidating various communications media into a single network, and assuring decision makers have the 
right information at the right time are some challenges facing the Air Force Communications Agency. To battle these challenges, the 
Agency’s commander, Col. Robert J. Steele, created offices of responsibility to address these issues. Here’s a synopsis of their purpose 
and importance in relation to the Air Force mission.

The Vulnerability Lifecycle Manage-
ment System is the Air Force enterprise 
solution to provide automated and centralized 
network security management assets across Air 
Force networks.  

VLMS consists of integrated vulnerability and 
asset management of IT components. The design 
combines multiple security related subsystems 
to work in a cooperative configuration giving the 
Air Force a single set of standardized tools and 
processes for ease of management. The goal is 
to improve the overall security posture, enforce 
secure configuration baselines, and mitigate 
opportunities for potential exploitations within 
networked IT assets.

Field service evaluations are scheduled to 
begin this month at Randolph, Laughlin and 
Lackland AFBs in Texas.  Air Force enterprise 
implementation is planned for August ‘06 
through January ‘07.

For more information on VLMS, contact 1st Lt. 
Barbara Horne, AFCA/ECNN, (618) 229-6876, DSN 
779-6876, or afca/ecnn@scott.af.mil.  
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Knowledge Based Operations 
will enable the Air Force to enjoy information 
superiority well into the 21st century.  Timely, 
relevant, accurate information — decision-quality 
information — will give Airmen an overwhelming 
advantage in battle, day-to-day operations and 
combat support.

AFCA plays a major role in achieving KBO 
by harmonizing efforts to provide information 
sharing capabilities. The Agency’s Constellation-
Net architecture and Lead Command activities 
are laying the groundwork for transitioning from 
today’s stove-piped, systems-centric environment 
to a consumer-dominated, information-sharing, 
services-oriented environment.  Its integration 
engineering and test capabilities, such as AF-ICE 
and X-NOSC, allow new services to be test-driven 
before they go live on the network.  Through part-
nerships with the Air Force Command and Control, 
and Intelligence, Surveillance and Reconnaissance 
Center; HQ Air Force Office of Warfighting Integra-
tion and Chief Information Officer; and Electronic 
Systems Center, AFCA will advocate best-of-breed 
Air Force services for use throughout DoD as DISA 
Net-centric Core Enterprise Services.

Enterprise-wide information capabilities will 
enable the Air Force to share and re-use data and 
services across functional and operational Com-
munities of Interest.  KBO will require involvement 
of every functional area, COI, and operational 
command to achieve success.

For more information on IP Convergence, 
contact Capt. James Hewitt, AFCA/ECNV, (618) 229-

6446, DSN 779-6446, or afca.voip@scott.af.mil.

The goal of AFCA’s Internet Protocol 
Convergence team is to build a network for 
Air Force-wide implementation. This converged 
network would allow users to transmit real time 
information, such as voice, video and fax, over the 
same communications lines that transmit e-mails 
and data files. 

BENEFITS
  One interface for all communications
  Fewer communications cables and systems
  Lower communications maintenance costs
  Greater network management efficiencies
  Integrated voice and data applications on 

the computer desktop 
 
CHALLENGES
  How to transmit a telephone conversation 

over the Internet’s connectionless network
  How to maintain the same high level of 

reliability and quality of service experienced on the 
existing telephone network

  How to handle the additional bandwidth-
intensive applications over the existing network

The Defense Information Systems Agency is in 
the final approval stages for its Global Information 
Grid Convergence Master Plan. AFCA’s Network In-
fostructure Division, along with Ogden Air Logistics 
Center, Hill AFB, Utah, and Electronic Systems Center, 
Hanscom AFB, Mass., are developing the overall Air 
Force IP Convergence strategy to address both near- 
and long-term IP communications requirements.  
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For more information on KBO, contact Mr. Bert 
Whitlow, AFCA/ECSS, at (618) 229-6916, or DSN 
779-6916, or afca.ecss@scott.af.mil.


